CERTIFYING AUTHORITY LICENSE

OFFICE OF THE CONTROLLER OF
CERTIFYING AUTHORITIES



nkiilag e
e

3
Dorties, ¥ ®

OFFICE OF THE CONTROLLER OF
CERTIFYING AUTHORITIES

LICENSE
FOR
CERTIFYING AUTHORITY LICENSE

[SSUED TO

M|S Bangta Phone Limited

UNDER THE

INFORMATION AND COMMUNICATIONS TECHNOLOGY ACT, 2006

oM

19 January, 2011 W




OFFICE OF THE CONTROLLER OF CERTIFYING AUTHORITIES

Mo, 3 TT00052.00.00. 16602011401 Dhate: 19 January 201

LICENSE FOR CERTIFYING AUTHORITY

In exercise of the powers conferred by section 19, 23, 89 of the
[nlommation and Communications Technology Act, 2006 (Act No 39 of 2006)

The Oifice of the Controller of’ Certifving Authorities, hereinafier referred to as the Controller,
upon considerstion of their application dated 26 @egest 2000 and payment of license fee and ather
charges, 15 pleased o grant this License in favour of S Sengla Fhene Limited having
Registered Head Office at #owes Na. 003, Read Ne. 230, Gufsfan-1, Maka- 1212

LICENSE

For a period of 5{five) years with effect from the 19 dog of Janwawy 2017 10 18 day of Janwouw
2076 including period of operation,

1O

Issue, transmit, maintain, revoke ete. of electronic signature certificate along with providing
necessary support as 8 Cenifying Authority, hereinafter referred o as the CaA. throughout
Bangzladesh, subject to the following terms & conditions.

1. DEFINITIONS AND INTERPRETATIONS:

For the purpose of this License, the following terms shall, unless repugnant to the context,
have the meanings set forth below:

a) “Act” means Information and Communication Technology Act, 2006 (Act No 39 of
20006,

by CCA” means Certifying Authority.
¢ “Controller”™ means Controller of Certifying Authorities.
dy “CP" means Certificate Policy,

) “CPS" means Cerdification of Practice Statement.
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DURATION AND NATURE OF THE LICENSE

21

A

“Effective date” means the dav when the license holder stars operation in consultation
with controller.

“License” means this Centifying Authority License.
The term “or” shall include “and" but not vice versa,

“Perzon” includes an individual having natural personality. a partnership, company,
corporation, and statutory body,

“Regulations” mean the Regulations made under the Act.

“Rules™ means Information Technology (Certifving Authority) Rules 2010 and anwv
other mile(s) under the Act.

“Rule” means any rule or sub-rule of the Rules.
*“Section™ means section or sub-section under the Act.

*Trusted personnel” mean personnel with no subversive act dome betore and with
proper agency verification report.

Any expression in masculine gender shall symbolize both genders.

References to Clauses. Sub-Clauses, Annexure and Schedule are to Clauses, Sub-
Clauses, Annexure and Schedule to this License, respectively.

Any Reference to legislation or this license or directions issued by the Controller shall
include all amendments made from time to time.

Any reference in this License to “writing™ or "written” includes a reference to official
facsimile transmission, official e-mail, or comparable means of communication.

Singular number shall include plural number and vice versa.

Unless otherwise cancelled. suspended or surrendered by the Licensee earlier this
License shall remain valid for 5{five) years operation starting from effective date,
upon pavment of necessary foes, charges, ete., and compliance by the Licenses with
the terms and conditions as may be prescribed by the Controller from time to time,

Any Application for renewal of license, shall have to be submitied to the Controller
to be accompanicd with all relevant documents and fees, by the Licensee on or
before 60 (Sixty) days of the expiry day of the license. [f application for renewal is
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not submitted by the Licenses within the stipulated time the Licensee shall not be
eligible for consideration for renewal.

2.3 This License is not transferable and any such transfer of this License shall be void
and License so transfirred shall stand cancelled.

24  This License is issued on non-exclusive basis, that is, the Controller may grant
similar License in favour of other applicant{s) for providing same service in the
same area,

SERVICE COMMENCEMENT UNDER THE LICENSE

3.1 The licensee shall commence his service(s) under this license within 6(six) months
af the issuance of the license.

3.2 The Controller mayv cancel or suspend the license if the licensee [ails to commence

his service by satisfying all the required terms and conditions as per this License,
and as per the Act. Rules or Regulations within the period menlioned above.

RESPONSIBILITIES OF THE LICENSEE

In addition to the responsibilities and obligations specified in the relevant Act, Rules,
Regulations and in other clauses of this License, the Licenses shall have the following
responsibilities:

4.1

4.3

4.4

The Licensee shall comply with all the procedures, guidelings as mentioned in the
Act, Rules, Regulations and Guidelines. In case of any doubl question or
controversy shall refer the matter to Controller for decision elarification;

The Cerification Practice Statement of the Licensee shall be approved before
commencement of its operation:

The Licensee shall not provide any service(s) other than specified in this license;

The Licensee shall be responsible for installation, testing, commissioning of all the
equipment to provide the service. The Licensee shall supply to the Controller copies
{5 copies) of Literature, drawing, ete, of the equipment installed for commissioning
of the service:

The Licensee shall start providing the service to its subscribers within 6(5ix) months
of issuance of this License and shall inform the Controller, in writing, the proposed
date of commissioning of the service at least 60 (Sixly) days ahead; upon receiving
of such letter the Controller shall appoint an auditor 10 check the readiness of the
Licenses;
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4.6

4.7

4.8

4.9

4.10

4.12

4.13

4.16

The Licensee shall not start commencement of the services without the anditor’s
complianee and written approval from the Controller;

he Licensee shull publish the Public kevis) of all its subscribers in a Public Key
Directory in a manner prescribed by the Controller;

[he Licensee shall not open up any Sub-CA, RA or shall not go for any subcontract
of any of his service(s) under this license withowt prior writien approval of the
Controller;

The Licensee, before providing any services, shall submit to the Controller in

writing (5 copies):

a) A chart/schedule of fees containing the maximum and minimum fee that it
proposes (o provide the service(s) with justification;

by The description of the service(s), assurance level, terms and conditions and all
other relevant information which it proposes o provide 1o its clients,

) Certificate Policy (CF) for each service under each certificate class,

d) Subscriber application forms for the services.

The Licensee shall not start providing any service(s) before obtaining the approval
of the Controller for its service fee and shall comply with all conditions as mav be
imposed by the Controller;

The Controller may conduct testing of any or all equipment or installations of the
Licensee at any time. Any incurring cost for this testing purpose shall cary out by
the Licensee;

The Controller or his authorized representatives shall have the right to inspect and
measure the CA infrastructure. lops, quality of service and followed standard of the
Licenses al any time;

The Licensee shall submit to the Contraller all reports, auditor’s observation on a
period as speeified in Rule 32(3);

The Licensee shall submit the derail information {personal. professional, education
ete.) of his trusted personnel with proper agency verification report;

The Licensee shall inform the Controller in written before making any changes in
his manpower structure or for any new recruitment;

The Licensee shall submit progress repert of the activities within 13(60een) days
following by every 6(six) months during the validity of license to the Controller;
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4.17

4.1%

4.19

4.21

4.22

23

4.24

The Licensee shall furnish necessary information, statement of accounts and other
related matters, papers and documents as may be sought from Gime to ime by the
Controller;

The Licensee shall be responsive to the complainys) lodged by the subscribers and
maintain log of all complaints chronologically with details of action(s) 1aken
indicating date and time on each complaing

The Licensee shall pay the Controller all charges and fees within the time 1o be
stipulated by the Controller for each of such charge and fee:

Inn cases of failure to provide service or to discharge any responsibility under this
License or any law for any reason whatsoever bevond the control of the Licensee
like war, civil comumotion, general strike, sabotage, [ire, flood, cyelone, tomado,
tidal surge, tsunami, earthquake, explosion, epidemic, quarantine restriction, order
of the Government or Court or law enforcing agency or the Controller, the Licensee
shall, within three days of commencement of any such event, notily, in wriling,
both the Controller and the subscribers, If duly notified the subscribers shall not
have any right to claim any damages from the Licensee. The Licensee shall have
undertaken all out efforts to resume the service soon after such event comes 1o an
end or ceases to exist, The decision of the Controller fixing the date from which the
service should be so resumed by the Licensee shall be final and binding upon the
Licensee. The force majeure events noted in this clause shall not in any way cause
extension of the period of this License and shall not be any ground For non-payment
or delay in payment of any fee or charge;

If the Licensee intends to cease to provide service under this License, the Licenses
shall comply and abide by Rule 22 before such intended stoppage of service;

The Licensee shall keep the original copy of this License in the Licensee’s
registered Head Office and attested photocopies of the same at branch office(s), if
any. The same shall be displaved in conspicuous place of the office;

The Controller may decide to discontinue the use of Cm‘tif}'in'g Authority operation
at any time before completion of 1{one) yvear from the date of issue of this License
and the Licensee shall be bound to obev and comply with the decision of the
Controller;

In case the orginal copy of this License is lost or destroved the Licensee shall
record information of such loss or destruction occurs and publish the same
information i one Bengali and one English national dailies and apply to the
Controller for a certified copy of this License with a fee as specified by the
Controller, being saisfed aboul the veracity of the occurrence, shall issuc a
certified copy of this License,
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4.25

4.26

4.27

5.1

5.2

Mone of the provisions of this License shall be deermed 1o have waived by any act of
or acquiescence on the part of the Controller, but only by an instrument in writing
signed/issued by the Controller. No waiver of any provision of this License shall be
construed as a waiver of any other provision or of the same provision on another
DCCAsion;

Without prior written permission of the Controller, the Licensee shall not teansfer or
issue any new share or change in the ownership. Violation of this shall result in
cancellation of the license;

This License shall he governed by and construed in accordance with the laws of
Bangladesh.

. CANCELLATION OF THE LICENSE

In addition to Section 26, Rule 19 and the grounds described above, this License
may be cancelled for any reasonis) including but not limited to:

a) Ifat any time the furnished information in the Application form (Schedule-]
of the Rules) for obtaining the license is found incorrect/false;

b} In the event of the Licensce’s liquidation, bankrupley or state of insolvency,
or in the event that an application for declaration of bankruptey or similar
declaration or order is filed by the Licensee itsell or a third party against the
Licenses:

¢} Transfer of any sharc or issuance of new shures without prior written
permission of the Controller;

d) Inthe event the Licensee ceases to carry on business of providing service:

e) In the event the Licensee deniesirefrains from duly complying with any
decision or directive of the Controller:

) If the Licensee fails 1o comply with any direction(s) of the Act or Rules:

gl If the Licensee fails to comply with the Security Policy, Information
Technology Security Guidelines and Security Guidelines for Certifying
Authorities or any other existing or new rules or regulations or guidelines
made v the Controller;

Cancellation of License, [or any reason whatsoever, shall nol prejudice any other
legal rights or remedies of the Controller conferred by the Act or any other law for
the time being in force. Cancellation of License shall not relieve the Licensee from
any obligation accrued and due under law or this License.
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6. INDEMNITY

The Licensee shall be indemnified by the Controller for all losses and expenses or
threatened losses or expenses by reason of the lability or potential liability for or arising
ot of any claims for losses or damages from the subscriber or any parties.

T. ARBITRATION

In the event of any differences or disputes with the other Licensees or any other stakeholder
including subscriber and failure to resolve the differences or disputes amicably among
themselves, the Licensee shall refer the matter o the Contreller for resolution of the same.
The decision of the Controller in that regard will be final and binding. In case of any
disputes between the Controller and the Licensee or other party and failure to resolve
amicably among themselves, shall dealt and settled under the Arbitration Act 2001,

. AMENDMENTS

The Controller has the right and authority to change, amend, modify, vary, and retract any
of the terms and conditions of thiz [icense and alse to incorporate new terms and conditions
necessary for the interest of national security, or public interest, or any other reason, in
consonanee with the provision of the Act, Rules and Regulations.

Signed on this 1% day of January 2011

for and on behall of the
Office of the Controller of Certifying Authorities

R

(Md. Mahfuzur Rahman)
Controller of Certifying Authorities
Bangladesh
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